
Self-Custodial Withdrawals 

(Escape Hatch)
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Derive is a self-custodial exchange, meaning you always have custody of your assets. In the case of exchange 

failure (including failure or downtime of the trading interface, or off-chain matching engine), there is still a 

permissionless way to withdraw funds from Derive.

This guide is written assuming you onboarded via the trading interface (app.derive.xyz), and have deposited 

funds into a trading account (subaccount), which in turn is owned by your Smart Contract Wallet (SCW) 

deployed when your account was created on Derive’s rollup.

This guide is broken up into several steps.

1.Fund your owner wallet with native ETH

2.Withdraw subaccount from the Exchange’s Matching system

3.Withdraw collaterals from subaccount

4.Bridge funds from SCW to another chain
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You can only withdraw collaterals, so ensure you have closed all open positions 

(perps/options), or wait until their expiry before proceeding.

If you have open perp positions and cannot access the exchange, withdraw the 

maximum available amount of collateral in step 3. This will likely trigger a 

liquidation / closure of your open perp position, which will allow you to withdraw 

more collateral.
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Ethereum                    Derive

0.001eth

https://superbridge.app/?fromChainId=1&toChainId=957
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OWNER WALLET

SCW=Derive wallet

Subaccount ID
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https://explorer.derive.xyz/address/0xeB8d770ec18DB9

8Db922E9D83260A585b9F0DeAD?tab=write_contract

Requestwithdrawaccount

Subaccount ID

Copycalldata

Save1

Completewithdrawaccount

Subaccount ID

Copycalldata

Save2

https://explorer.derive.xyz/address/0xeB8d770ec18DB98Db922E9D83260A585b9F0DeAD?tab=write_contract
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Contract

Read/Write proxy

Write

Execute

Write

Dest:    0x…..DeAD
Value:  0
Func:    Save1
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Contract

Read/Write proxy

Write

Execute

Write

subaccount

SCW

Dest:    0x…..DeAD
Value:  0
Func:    Save2
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https://explorer.derive.xyz/address/0xE7603DF191D699d8BD9891b821347dbAb889E5a5?

tab=read_contract

Getaccountbalances

Subaccount ID

Read

0x57B03E14d409ADC7fAb6CFc44b5886CAD2D5f02b

Contract

Read/write contract

Withdraw

Copycalldata

Save3

Contract

Read/Write proxy

Write

Execute

Write

Subaccount ID

SCW

Dest: 0x…..fo2b

Value:  0

Func:   Save3

https://explorer.derive.xyz/address/0xE7603DF191D699d8BD9891b821347dbAb889E5a5?tab=read_contract
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fundingaccount
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https://derive-pool-view.replit.app/

0x6879287835A86F50f784313dBEd5E5cCC5bb8481

Contract

Read/Write proxy(contract)

Write

Approve

Copycalldata

Save4

Contract

Read/Write proxy

Write

Execute

Write

Spender: 0xea8E683D8C46ff05B871822a00461995F93df800
Value: 

Dest:   0x6879287835A86F50f784313dBEd5E5cCC5bb8481

Value: 0

Func:  Save4

https://derive-pool-view.replit.app/
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https://explorer.derive.xyz/address/0xea8E683D8C46ff05B871822a00461995F93df800

?tab=write_contract

Withdrawtochian:

Copycalldata

Save5

Contract

Read/Write proxy

Write

Execute

Write

Token:   0x6879287835A86F50f784313dBEd5E5cCC5bb8481
Amount:               

Recipient:                           owner

Controller:                              ?

Connector:                              ?

GasLimit:                            100000

Dest:  0xea8E683D8C46ff05B871822a00461995F93df800

Value:  0

Func:  Save5

https://explorer.derive.xyz/address/0xea8E683D8C46ff05B871822a00461995F93df800?tab=write_contract
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